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IN	THE	UNITED	STATES	DISTRICT	COURT 
FOR	THE	NORTHERN	DISTRICT	OF	GEORGIA 

ATLANTA	DIVISION 
	
	
	
	

DIGITAL	FORENSIC	REPORT 
	
of 
	

JERRY	HATCHETT,	dba	RED	FORENSIC 
	
	
	
	

In	the	Matter	Of: 
	

HCC	INSURANCE	HOLDINGS,	INC. 
	
vs. 
	

VALDA	FLOWERS,	MICHAEL	REMEIKA, 
and	CREATIVE	RISK	UNDERWRITERS,	LLC. 

	
	

CIVIL	ACTION	FILE	NO.	1:15‐CV‐03262‐WSD 
	
	
	

My	name	is	Jerry	Hatchett.	I	work	as	a	digital	forensic	examiner	under	the	business	name	Red	Forensic,	located	at	

7	Birchcane	Drive,	The	Woodlands,	Texas,	77381.	I	am	an	adult	resident	of	Montgomery	County,	Texas,	of	sound	

mind	and	body,	and	I	tender	the	information	within	this	report	based	upon	on	my	own	knowledge	and	experience.	

My	Curriculum	Vitae	is	incorporated	herein	as	Exhibit	A. 
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OVERVIEW 

	

I	was	engaged	by	Mark	Goranson	of	GoransonKing,	PLLC,	and	Kenneth	Winkler	of	Berman	Fink	Van	Horn	P.C.,	on	

behalf	of	Defendants.	I	was	asked	by	defense	counsel	to	examine	the	digital	evidence	in	this	case	and	determine	

whether	 there	 was	 any	 truth	 to	 Plaintiffs’	 allegations	 that	 Defendants,	 particularly	 Ms.	 Flowers,	 had	

misappropriated	proprietary	data	belonging	to	Plaintiffs.	I	advised	counsel	that	my	examination,	and	my	resulting	

opinion,	 would	 go	 where	 the	 evidence	 took	me,	 and	 that	 neither	my	 examination	 nor	my	 opinion	would	 be	

constrained	or	colored	by	the	fact	that	Defendants	are	paying	me.	Messrs.	Goranson	and	Winkler	have	given	me	

free	rein	to	explore	the	evidence	in	any	way	I	deem	necessary,	and	I	have	conducted	a	rigorous	and	meticulous	

examination	of	the	digital	evidence	to	which	I	have	access	in	this	case.	 	 Although	there	is	additional	evidence	I	

hope	to	examine,	the	existence	of	which	was	only	disclosed	by	Plaintiffs’	within	the	past	week,	given	what	I	have	

seen	thus	far	 in	this	case,	I	believe	the	examination	of	that	evidence	will	 likely	bolster	support	 for	my	current	

opinion.1 

	

Before	discussing	my	examination	and	findings	in	detail,	I	will	summarize	my	examination	and	opinion	this	way:	

Despite	 a	 months‐long	 effort	 to	 leave	 not	 even	 the	 tiniest	 digital	 stone	 unturned,	 I	 have	 found	 no	 evidence	

whatsoever	that	Defendants	misappropriated	so	much	as	a	single	file	from	Plaintiffs. 

	

	

	

 
1 Although	I	requested	access,	through	counsel,	to	all	digital	evidence	involved	in	this	matter,	I	did	not	learn	until	I	received	
Roose’s	 report	 that	 Defendants	 had	 returned	 two	 Samsung	 smartphones	 to	 Plaintiffs	 upon	 their	 departure	 from	HCC	 in	
August,	2015.	According	to	the	expert	report	of	David	Roose	(Plaintiffs’	digital	forensic	expert),	he	has	had	possession	of	the	
Samsung	smartphones	since	early	September,	2015.	Mr.	Roose	failed	to	conduct	full	forensic	examinations	of	the	telephones,	
examinations	based	on	physical	images	that	capture	the	maximum	evidence	available,	because	HCC	did	not	provide	him	with	
the	passwords	to	the	telephones.	It	is	my	understanding,	however,	that	HCC	Human	Resources	Manager,	Tim	Swoger,	testified	
that	the	Defendants	provided	HCC	with	the	passwords	to	their	telephones.	Roose’s	failure	to	insist	that	HCC	provide	him	with	
the	passwords	and	his	failure	to	look	for	critical	evidence	on	the	telephones	is	in	my	opinion	an	inexplicable	failure.	I	simply	
cannot	fathom	why	Mr.	Roose	did	not	mention	anything	about	the	phones	in	his	report,	aside	from	a	very	brief	comment	that	
he	did	not	have	the	passwords.	
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THE	EVIDENCE	

I	examined	and	considered	the	following	digital	evidence	in	this	matter: 

	

SOURCE EVIDENCE	NAME	AS	PROVIDED REFERRED	TO	HEREIN	AS 
Plaintiffs CU01FLOW_C1D1 FLOWERS‐HCC‐LAPTOP 
Plaintiffs C162A2	Surface	Tablet	2553	LOCAL	‐	Old REMEIKA‐HCC‐TABLET 
Neutral CU00C1D1‐xwf SPARE‐CRU‐SURFACE 
Neutral CU00C1D1_C‐Drive‐xwf SPARE‐CRU‐SURFACE‐C‐DRIVE 
Neutral CU01‐gmail FLOWERS‐PERSONAL‐GMAIL 
Neutral CU01C1D1‐xwf FLOWERS‐CRU‐SURFACE 
Neutral CU01C1D2_C‐Drive‐xwf FLOWERS‐CRU‐SURFACE‐C‐DRIVE 
Neutral CU02C1D1‐xwf REMEIKA‐CRU‐SURFACE 
Neutral CU02C1D1_C‐Drive‐xwf REMEIKA‐CRU‐SURFACE‐C‐DRIVE 
Neutral CU02C2D1‐xwf REMEIKA‐CRU‐iMAC 
Neutral CU03C1D1 JEFF‐FLOWERS‐LAPTOP‐DATA 
Neutral CU03C1D2‐xwf JEFF‐FLOWERS‐LAPTOP‐BOOT 
Neutral CU03T1 JEFF‐FLOWERS‐THUMBDRIVE 
Neutral CU04T1 MILNER‐THUMBDRIVE 
Neutral S1 CRU‐NAS 
Neutral CU01_OneDrive.e01 OneDrive 

	
	
	

THE	NATURE	OF	THIS	REPORT 

	

The	circumstances	and	timing	of	this	case	require	a	significant	amount	of	my	report	to	be	styled	as	a	rebuttal	of	

the	opposing	expert,	Mr.	Roose,	who	submitted	his	expert	report	two	weeks	ago	on	March	18,	2016.	I	cannot	recall	

having	been	in	this	exact	situation	before,	because	by	this	point	in	the	evolution	of	a	case,	the	forensic	facts	have	

emerged;	while	there	may	be	disagreement	among	experts	over	isolated	issues	of	interpretation,	my	experience	

is	that	the	facts	tend	to	drive	a	case	toward	at	least	some	sense	of	technical	alignment.	That	is	not	the	situation	

here.	In	this	matter,	despite	mutual	access	to	the	same	evidence,	despite	looking	at	the	same	forensic	facts,	and	

despite	the	stone	reality	that	three	independent	examinations	have	now	uncovered	exactly	the	same	absence	of	

digital	evidence	that	Defendants	have	done	anything	wrong,	Mr.	Roose	appears	undeterred	in	opining	the	same	

speculation	 of	 guilt	 he	 posited	 in	 his	 first	 declaration	 on	 September	 21,	 2015.	 I	will	 now	 address	 the	 digital	

evidentiary	issues	one	by	one,	in	detail,	and	in	fact. 
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THE	EXAMINATION 

	

“HOT	SHEETS”	&	EMAILS 

	

After	an	introductory	opening	in	Paragraph	1	of	Mr.	Roose’s	report,	his	Paragraph	2	states: 

	

The	Varonis	Reports	confirm	that,	on	August	11,	2015,	8,683	e‐mails	were	moved	from	Flowers'	
HCC	Life	Insurance	Company	("HCC	Life")	e‐mail	account	to	her	personal	home	  
folder	on	HCC	Life's	network	server.	The	Varonis	Reports	further	confirm	that	Flowers	then	
deleted	over	1,000	of	those	e‐mails	from	her	personal	home	folder	on	August	11,	  
2015.	It	is	my	understanding	that	information	contained	in	the	aforementioned	e‐mails	
constitutes	HCC's	trade	secrets. 

	

Mr.	Roose	began	the	substantive	part	of	his	report	with	a	declaration	that	the	Varonis	Reports	confirm	

a	 variety	 of	 file	 activities	 executed	 by	 Ms.	 Flowers.	 The	 Varonis	 Reports	 comprise	 a	 collection	 of	

spreadsheets	 provided	 to	 Mr.	 Roose	 by	 HCC.	 They	 were	 presumably	 generated	 by	 HCC’s	 Varonis	

DatAdvantage	software,	a	software	product	designed	to,	among	other	things,	protect	a	company’s	data	

against	 “insider	 threats.”	 Assuming	 they	 are	 the	 same	 spreadsheets	 eventually	 provided	 to	 me	 via	

counsel,	the	particular	Varonis	Reports	under	discussion	in	Mr.	Roose’s	Paragraph	2	are	HCC	000845	

(VFlowersMSGcreatesOn8‐11).xlsx	 and	HCC	 000846	 (VFlowersMSGdeletesOn8‐11).xlsx.	 Although	 these	

spreadsheets	appear	to	show	first	creations,	and	then	deletions,	of	a	series	of	emails,	to	date	I	have	seen	

no	documentation	from	Varonis	as	to	how	the	terminology	in	their	reports	is	to	be	interpreted. 

	

No	matter	what	 they	show,	however,	and	whether	 they	are	accurate	or	not,	 they	do	not	 forensically	

confirm	anything.	They	are	spreadsheets	provided	by	the	Plaintiffs.	Mr.	Roose	testified	in	his	deposition	

that	he	had	never	seen	any	documentation	for	the	Varonis	system	or	its	capabilities,	that	he	had	never	
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seen	the	Varonis	software	in	action	at	HCC,	and	that	he	had	in	fact	never	been	on	HCC’s	network	at	all.	

Despite	all	this,	he	opened	his	discussion	of	the	evidence	with	 	 a	statement	that	these	reports	confirm	

the	copying,	deletion,	or	movement	of	data	on	the	servers	of	HCC’s	network.	Absent	some	authentication	

or	 training	 or	 documentation	 or	 testing	 to	 lend	 credibility	 to	 the	 Varonis	 system,	 its	 reports	 are	

confirmation	of	nothing	in	a	forensic	sense.	From	my	perspective	as	a	forensic	examiner,	the	Varonis	

reports	might	be	useful	in	that	they	could	provide	a	starting	point	for	an	actual	forensic	analysis	of	the	

data	surrounding	a	particular	issue,	but	as	they	were	presented	in	this	case,	that	would	be	the	extent	of	

their	value. 

	

In	Paragraph	3	of	his	report,	Mr.	Roose	again	affords	absolute	confirmatory	power	to	the	Varonis	reports	

in	declaring	that	Ms.	Flowers	“accessed	and	copied	525	files,	which	contained	mostly	HCC	Life's	Hot	Sheets,	

from	HCC	Life's	underwriting	department	drive	to	her	home	folder	on	HCC	Life's	network	server.”	Again,	

Varonis	reports	in	and	of	themselves	confirm	nothing. 

	

In	Paragraph	4	of	his	report,	Mr.	Roose	mentions	his	own	analysis	of	digital	evidence	for	the	first	time: 

	

Based	on	my	review	of	Flowers'	HCC	Life	work	computer,	I	determined	that	a	number	of	HCC	Life's	
Hot	Sheets	were	copied	to	the	local	C:Drive	of	Flowers'	HCC	Life	work	computer	on	August	12,	2015.	
I	also	determined	that,	at	10:04	PM	on	August	20,	2015,	633	files,	including	Hot	Sheets,	were	deleted	
from	the	C:Drive	of	Flowers'	HCC	Life	work	computer. 

	

It	 is	certainly	possible,	even	likely,	that	Ms.	Flowers	copied	Hot	Sheets	from	the	network	to	her	local	

computer	on	August	12,	2015.	I	also	concur	that	Ms.	Flowers	deleted	hundreds	of	files	on	the	evening	of	

August	20,	2015.	To	be	precise,	she	deleted	532	files	on	the	evening	of	August	20,	2015,	and	the	vast	

majority	of	those	(522)	were	Hot	Sheets. 



HATCHETT	DIGITAL	FORENSIC	REPORT	IN	HCC	V	FLOWERS 

6	
	
	
	

INTERPRETING	THE	HOT	SHEETS	ACTIVITY 

	

Based	on	everything	 I	have	 learned	about	 this	case	 from	talking	with	defense	counsel,	 from	reading	

declarations,	reports,	transcripts,	pleadings,	and	other	communications,	the	driving	force	behind	this	

litigation	is	the	supposedly	“suspicious”	data	behavior	of	Ms.	Flowers	in	the	weeks	before	she	left	HCC.	

Mr.	Roose	used	the	word	“suspicion”	or	“suspicious”	a	dozen	times	in	his	deposition	with	regard	to	the	

Hot	Sheet	and	email	activity	discussed	above.	Every	time	Mr.	Goranson	asked	Mr.	Roose	if	he	found	these	

activities	suspicious,	Mr.	Roose	answered	in	the	affirmative.	The	following	excerpts	are	representative: 

	

ROOSE,	DAVID	(03‐24‐2016),	(Page	127:8	to	127:12) 
	  
	 8	 	 	 What	I	can	point	to	is	highly	suspicious 
	 9	 	 	 activity	that	is	abnormal.	 	 And	in	my	experience,	when 
10	 	 	 somebody	moves	information	away	from	a	monitoring	device 
11	 	 	 or	the	ability	for	somebody	else	to	see	what's	going	on, 
12	 	 	 it's	highly	suspicious.	  
	
	
	
ROOSE,	DAVID	(03‐24‐2016),	(Page	64:11	to	64:13) 
	  
11	 	 	 	 Through	my	experience	and	the	activity	and	her 
12	 	 	 suspicious	behavior,	she	moved	that	number	of	e‐mails 
13	 	 	 for	no	apparent	reason… 

	

What	I	find	remarkable	about	this	is	well	illustrated	in	this	brief	exchange	between	Mr.	Goranson	and	

Mr.	Roose	during	Mr.	Roose’s	deposition: 

	

ROOSE,	DAVID	(03‐24‐2016),	(Page	71:9	to	71:12)	
	  
	 9	 Q.	 	 Did	you	have	any	understanding	of	how,	if	at 
10	 	 	 all,	Ms.	Flowers	used	Hot	Sheets	in	the	course	of	her 
11	 	 	 duties	at	HCC? 
12	 A.	 No,	sir.	  
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When	Mr.	Goranson	questioned	Mr.	Roose	further	on	the	issue	of	Ms.	Flowers’	history	and	specifically	

asked	why	he	didn’t	attempt	to	gather	more	information	on	how	she	had	dealt	with	Hot	Sheets	in	the	

past,	Mr.	Roose	answered	that	he	“didn’t	see	it	as	an	element	of	this	investigation.” 

	

I	am	bewildered	by	the	notion	that	someone’s	behavior	has	been	declared	“suspicious”	and	that	this	is	

in	 turn	 driving	major	 litigation	 forward	 in	 Federal	 court	when	 there	 has	 been	 no	 attempt	 at	 all	 to	

determine	what	that	person’s	normal	behavior	looked	like,	or	even	what	their	job	duties	were	on	a	day‐

to‐day	basis.	My	information	from	counsel	is	that	maintaining	the	Hot	Sheets	was	a	staple	duty	in	Ms.	

Flowers’	job	at	HCC.	If	that	is	true,	then	one	would	certainly	expect	to	see	plenty	of	activity	involving	Hot	

Sheets	in	her	digital	history.	While	I	was	never	provided	the	vast	majority	of	historical	information	I	

requested,	through	counsel,	from	Plaintiffs,	it	is	more	than	obvious	from	my	examination	of	Ms.	Flowers’	

HCC	work	computer	that	her	history	of	working	with	Hot	Sheets,	including	those	of	many	other	HCC	

employees,	and	including	copying	them	from	the	network	to	her	local	computer,	is	a	long	one.	  

	

The	graphic	below	shows	Jump	List2	 artifacts.	Just	this	one	class	of	artifact	shows	311	accesses	of	Hot	

Sheets	by	Ms.	Flowers.	The	accesses	show	a	range	of	other	HCC	employees’	Hot	Sheets	that	Ms.	Flowers	

routinely	 accessed	 in	 a	 long,	 logical	 spread	 of	 dates	 as	 recent	 as	 08/10/2015	 and	 as	 early	 as	

09/06/2013.	The	graphic	is	obviously	abbreviated	here,	but	the	full	list	of	Jump	List	artifacts	is	attached	

as	Exhibit	B. 

	

 
2 Microsoft	describes	Jump	Lists	this	way:	 	 Jump	Lists	are	lists	of	recently	opened	items,	such	as	files,	folders,	or	websites,	
organized	by	the	program	that	you	use	to	open	them.	You	can	use	a	Jump	List	to	open	items,	and	you	can	also	pin	favorites	to	
a	Jump	List,	so	you	can	quickly	get	to	the	items	that	you	use	every	day.	
	
http://windows.microsoft.com/en‐us/windows7/using‐jump‐lists‐to‐open‐programs‐and‐items 
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While	the	Jump	List	artifacts	depicted	above	link	directly	to	the	standard	network	locations	of	the	Hot	

Sheets,	other	artifacts	make	clear	that	Ms.	Flowers’	practice	of	copying	numerous	Hot	Sheets	from	the	

network	 to	her	 local	 computer	 is	 also	 long	 and	well	 established.	 The	next	 graphic	 shows	 artifacts	 I	

extracted	from	registry	entries	called	“shellbags.”	Shellbags	are	a	tracking	mechanism	that	Windows	

uses	“behind	the	curtain”	to	record	a	user’s	use	of	folders	(directories).	For	example,	when	a	user	closes	

a	 folder	 and	 later	 reopens	 that	 same	 folder,	 the	 folder	will	 be	displayed	with	 the	 same	options	and	

usually	at	the	same	size	and	position	as	when	it	was	last	opened.	Shellbags	provide	the	means	for	this	

“folder	memory,”	and	they	often	yield	valuable	forensic	evidence	of	past	activity.	In	this	case,	they	show	

that	Ms.	Flowers	maintained	a	Hot	Sheets	folder	on	her	local	computer	at	least	as	early	as	05/09/2007.	

A	complete	view	of	the	folder	structure	depicted	below	is	attached	as	Exhibit	C. 
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Looking	further	into	the	history	provided	by	shellbags,	I	found	yet	more	evidence	of	Ms.	Flowers	having	

long	worked	with	Hot	Sheets	of	other	HCC	employees.	The	following	graphic	shows	that	she	had	a	local	

Hot	Sheets	folder	for	“Carmelita’s”(sp)	Hot	Sheets	as	far	back	as	05/09/2007. 

	

	

 
 
	

Analysis	of	link	files,	commonly	referred	to	as	shortcuts,	yielded	yet	more	corroboration	of	the	same:	

Ms.	Flowers	routinely	worked	with	Hot	Sheets.	Those	Hot	Sheets	“belonged	to”	other	employees,	but	Ms.	

Flowers	obviously	had	a	longstanding	oversight	role	of	some	sort	that	required	her	to	work	with	the	Hot	

Sheets	of	numerous	other	HCC	employees.	The	following	graphic,	for	example,	shows	that	she	had	local	

copies	of	the	Hot	Sheet	folders	assigned	to	Carmeleta,	Carol,	Van,	and	David	B.,	and	that	she	was	working	

with	a	 local	copy	of	David	B.’s	Hot	Sheet	 folder	at	 least	as	early	as	09/11/2014.	These	artifacts	also	

clearly	establish	 that	Ms.	Flowers	had	been	copying	Hot	Sheet	 folders	 from	the	network	to	her	 local	
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computer	for	years;	since	the	Hot	Sheet	folders	of	other	employees	obviously	“live	on	the	network”	and	

not	Ms.	Flowers’	local	computer,	logic	requires	that	she	copied	these	folders	from	the	network	to	her	

local	computer. 

	

	

 
 
	

This	 is	 not	 an	 exhaustive	 view	 of	 the	 artifacts	 that	 establish	 Ms.	 Flowers’	 Hot	 Sheet	 activities	 as	

longstanding	 and	 routine,	 but	 it	 is	 sufficient	 to	 establish	 beyond	 any	 doubt	 that	 there	was	 nothing	

remotely	suspicious	about	Ms.	Flowers’	handling	of	Hot	Sheets	prior	to	her	resignation	from	HCC.	Her	

activities	 were	 about	 as	 suspicious	 as	 a	 Manning	 being	 spotted	 with	 a	 football.	 Furthermore,	 this	

evidence	was	readily	available	to	be	viewed	and	analyzed	in	any	competent	digital	forensic	examination	

of	Ms.	Flowers’	HCC	computer. 

	

	

INTERPRETING	THE	EMAIL	ACTIVITY 

In	addition	to	the	“suspicious”	and	“unusual”	monikers	assigned	to	Ms.	Flowers’	Hot	Sheet	activities,	her	

moving,	copying,	and	deletion	of	(her	own)	emails	drew	the	same	accusations	of	being	part	of	some	

nefarious	undertaking.	The	digital	evidence,	however,	again	shows	that	there	was	nothing	unusual	in	
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the	least	about	these	activities.	Ms.	Flowers	is,	for	lack	of	a	better	term,	a	digital	packrat.	I	say	this	not	

because	I	know	Ms.	Flowers;	we’ve	never	met.	I	say	this	because	one	glance	at	her	folder	structure	(via	

shellbags)	makes	it	evident.	She	had	more	than	1,400	user	folders	in	her	home	folder,	most	of	them	user‐

created	for	specific	purposes.	She	sorts	and	divides	and	organizes,	and	she	does	it	with	folders.	This	

entire	folder	structure	is	available	in	the	shellbags	exhibit	listed	above,	and	it	includes	the	folders	shown	

in	the	graphic	below.	When	her	email	activity	 is	viewed	in	context	of	her	well‐established	computer	

habits,	I	find	that	the	best	description	of	that	activity	is	that	it	was	nothing	more	than	Ms.	Flowers	being	

Ms.	Flowers.	

	

 
 
	
	
My	impression	is	that	the	Hot	Sheets	and	email	activities	discussed	above	were	the	“point	of	ignition”	

for	this	entire	case.	It	is	often	said	that	“where	there’s	smoke,	there’s	usually	fire.”	When	it	comes	to	the	

actual	meaning	of	these	activities,	however,	there’s	no	fire.	There’s	not	even	any	smoke,	unless	it’s	the	

kind	associated	with	mirrors.	And	to	reiterate,	this	information	was	(and	is)	readily	available	on	Ms.	

Flowers’	computer	to	view	and	properly	interpret	during	any	forensic	examination	driven	by	a	quest	

for	facts.	
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THE	ALLEGED	EXFILTRATION	OF	HCC	DATA 

	

Mr.	Roose	began	the	next	segment	of	his	report	by	recounting	in	Paragraph	5	the	Hot	Sheets	and	email	

activity	for	which	he	understood	“that	there	was	no	legitimate	business	reason.”	From	there,	he	goes	on	

to	state	that	he	“confirmed	that	Flowers	could	have	made…a	non‐traceable	transfer	in	several	ways.”	If	

I	was	bewildered	earlier—I	was—this	segment	of	Mr.	Roose’s	report	leaves	me	flabbergasted	as	a	digital	

forensic	examiner.	 In	 subsequent	paragraphs	he	 lists	a	number	of	 these	ways	 in	which	Ms.	Flowers	

allegedly	 “could	have”	pilfered	HCC	data	without	a	 trace.	 I	will	address	each	one	 in	detail,	but	 I	will	

preface	this	with	some	brief	thoughts	on	this	entire	line	of	conjecture. 

	

Mr.	Roose	states	repeatedly	in	Paragraphs	6‐10	that	these	methods	of	data	transfer	would	have	left	no	

trace.	I	cannot	begin	to	reconcile	such	a	statement	with	the	reality	of	digital	forensics.	It	is	true	that	not	

every	application	or	method	of	data	transfer	is	designed	to	leave	behind	a	crystal‐clear	picture	of	what	

took	place.	I	submit	that	this	is	the	primary	reason	that	the	field	of	digital	forensics	even	exists.	If	it	were	

possible	to	look	at	a	computer	and	find	a	nicely	documented	trail	of	all	activity,	there	would	be	no	need	

for	anyone	to	hire	a	David	Roose	or	a	Jerry	Hatchett.	Since	that	clear	journal	of	past	activity	rarely	exists,	

however,	people	do	hire	us.	They	hire	us	because	it	is	an	endlessly‐repeated	truism	that	virtually	every	

computer	activity	leaves	behind	trace	evidence	of	some	sort.	Our	ability	to	uncover,	extract,	and	analyze	

this	trace	evidence	is	the	very	thing	that	defines	our	profession.	The	categorical	declaration	that	all	of	

the	following	applications	or	methodologies	are	completely	non‐traceable	is	in	diametric	opposition	to	

the	driving	forces	of	digital	forensics.	It	is	also,	to	put	it	bluntly,	wrong. 
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ShareIt 

	

In	Paragraph	6	of	Mr.	Roose’s	report,	he	discusses	an	application	called	ShareIt	that	was	installed	on	

Ms.	Flowers	computer.	He	describes	the	application	as	follows: 

	

“’SHAREit’	provides	a	user	with	the	ability	to	transfer	files	of	any	size	between	mobile	
devices(including	tablets),	other	computers,	or	cloud	based	storage	locations.	It	also	allows	a	user	
to	remotely	access	computers,	mobile	devices	(including	tablets),	and	cloud	based	storage	
locations	remotely.”	  

	

This	description	is	inaccurate	in	the	extreme.	The	application	provides	a	means	to	transfer	files	between	

devices	that	are	on	the	same	network	at	the	same	time,	or	with	some	devices,	in	close	enough	proximity	

to	connect	directly	without	the	aid	of	a	network,	period.	It	provides	no	access	to	cloud‐based	storage	

locations.	 When	 asked	 during	 his	 deposition	 to	 show	 evidence	 of	 or	 explain	 his	 claim	 of	 cloud	

connectivity,	Mr.	Roose	could	not.	When	he	realized	he	was	wrong	in	claiming	this	feature	for	ShareIt,	

he	 attempted	 to	 justify	 it	 by	 saying	 “it’s	 traveling	 through	 the	 cloud,	 sir,”	 presumably	meaning	 that	

ShareIt	transfers	files	not	directly	from	device	to	device,	but	from	source	device	to	cloud,	and	then	from	

cloud	to	target	device.	This	too	is	inaccurate;	ShareIt	transfers	data	directly	from	one	device	to	another,	

provided	 they	 can	 connect	 to	each	other.	There	 is	no	need	 for	 external	 connectivity	 to	 the	 cloud	or	

anywhere	else.	When	pressed	further	on	the	issue,	Mr.	Roose	again	declined	to	simply	admit	he	had	

made	a	mistake,	and	attempted	to	redefine	the	cloud,	after	which	Mr.	Goranson	eventually	moved	on	to	

different	areas	of	inquiry	regarding	ShareIt.	The	application	also	has	no	capability	at	all	that	“allows	a	

user	to	remotely	access	computers,	mobile	devices	(including	tablets),	and	cloud	based	storage	locations	

remotely3,”	as	described	by	Mr.	Roose. 

 
3 Very	recently,	since	Mr.	Roose’s	report,	Lenovo	(the	manufacturer	of	ShareIt)	added	additional	features	to	the	application.	Those	new	
features	were	not	in	place	or	even	announced	on	the	ShareIt	website,	at	the	time	of	Mr.	Roose’s	report. 
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Mr.	Roose	went	on	 later	 in	his	report	 to	say	that	ShareIt	was	 installed	on	Ms.	Flowers’	computer	on	

09/11/2014.	He	clearly	implied	that	Ms.	Flowers	installed	it	herself,	without	permission	from	HCC.	He	

even	cites	supposed	HCC	policy	violations,	chapter	and	verse,	 that	she	committed	by	doing	so.	Since	

alleged	company	policy	violations	have	no	bearing	in	my	mind	on	the	digital	forensic	evidence	under	

examination,	I	found	this	a	puzzling	inclusion.	As	for	the	installation,	evidence	shows	that	ShareIt	was	

indeed	installed	on	09/11/2014,	but	not	by	Ms.	Flowers.	ShareIt	was	installed	during	a	broad	system	

software	 update	 from	 Lenovo,	 the	 manufacturer	 of	 both	 her	 laptop	 and	 the	 ShareIt	 application.	

Technology	manufacturers	routinely	push	updates	to	their	products	in	use	around	the	world,	and	as	is	

well	known	among	 technically	savvy	users,	 those	updates	all	 too	often	 include	what	has	come	to	be	

called	“bloatware,”	additional	software	packages	that	are	bundled	and	installed	on	computers,	tablets,	

and	smartphones	without	any	action	on	the	part	of	the	user. 

	

The	central	issue	concerning	ShareIt	is	the	allegation	that	Ms.	Flowers	used	it	to	illicitly	transfer	HCC	

data	outside	the	enterprise.	Mr.	Roose	centers	this	allegation	on	the	fact	that	the	application	was	run	at	

9:03	AM	on	August	21,	2015,	the	day	of	Ms.	Flowers’	departure	from	HCC.	When	asked	if	he	found	any	

evidence	at	all	that	ShareIt	was	used	to	effect	such	a	data	transfer,	Mr.	Roose	eventually	admitted	that	

he	did	not.	During	the	questioning	about	Mr.	Roose’s	search	for	that	evidence,	Mr.	Goranson	asked	Mr.	

Roose	if	he	had	searched	Ms.	Flowers’	computer	for	logs	related	to	ShareIt,	and	Mr.	Roose	said	that	he	

had.	When	Mr.	Goranson	presented	Mr.	Roose	with	a	printed	copy	of	a	critically	relevant	log,	Mr.	Roose	

seemed	unfamiliar	with	it.	The	following	text	is	an	excerpt	from	that	log,	and	the	entire	log	is	attached	

as	Exhibit	D. 
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2015‐08‐21 03:03:20.783‐ E‐7892‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 03:03:41.343‐ E‐7892‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 03:03:41.889‐ E‐7892‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 03:03:44.978‐ E‐7892‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:36.044‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:36.621‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:37.167‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:38.727‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:39.273‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:39.819‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

2015‐08‐21 09:03:43.376‐ E‐3676‐ DiscoverySender‐socket bind addr: 192.168.173.1, failed! error code: 10049 

	

The	salient	 fact	 to	be	gleaned	 from	this	 log	(which	 is	named	ShareIt.log	and	 is	plainly	visible	on	Ms.	

Flowers’	 computer)	 is	 that	 the	 launch	 of	 ShareIt,	 of	which	Ms.	 Flowers	 says	 she	has	 no	memory,	 is	

irrelevant.	The	log	clearly	shows	that	as	soon	as	the	program	launch	occurred,	it	went	into	an	error	state	

as	it	tried	to	make	a	connection	and	failed	over	and	over.	Without	that	connection,	ShareIt	may	have	

been	running,	but	 it	was	non‐functional.	ShareIt.log,	when	printed,	was	282	pages	of	 the	exact	same	

error	message.	The	error	message	that	started	logging	at	9:03:36	AM,	continued	to	the	end	of	the	log,	

with	the	final	timestamp	recorded	at	9:13:21	AM.	The	non‐functional	error	state	that	began	immediately	

upon	 the	 launch	of	 ShareIt,	 continued	without	 interruption	 for	 the	next	nine	minutes	and	 forty‐five	

seconds.4 

	

The	evidentiary	artifact	that	documented	the	launch	of	ShareIt	at	9:03:33	AM	is	known	as	a	UserAssist	

entry.	This	entry	is	stored	within	the	Windows	registry,	a	hidden	database	that	acts	as	the	“long‐term	

memory”	 for	Windows.	 In	 addition	 to	 the	 launch	 time	 of	 the	 program,	 this	UserAssist	 key	 contains	

additional	information	that	proves	critical	to	an	accurate	analysis	of	the	ShareIt	activity. 

 
4 Even	when	the	actual	ShareIt	application	isn’t	running,	a	ShareIt	service	runs	in	the	background	as	soon	as	Windows	starts.	This	service	
monitors	for	connection	requests	and	most	likely	performs	a	series	of	periodic	“health	checks”	on	itself,	explaining	the	ongoing	error	state	
that	had	begun	the	evening	before. 
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(%SystemDrive%/Program Files)/Lenovo/SHAREit/Shareit.exe [Count: 2]  nr. of 

times app had focus: 5 and duration of focus: 312798ms 

	

The	information	above,	which	I	extracted	from	the	relevant	UserAssist	entry,	shows	that	ShareIt	had	

been	run	a	total	of	two	times,	ever.	It	further	shows	that	the	application	“had	focus”	for	a	total	of	312,798	

milliseconds,	cumulatively,	since	it	was	installed.	An	application	“has	focus”	when	it	is	the	active	window	

on	a	Windows	computer.	When	an	application	has	focus,	the	user	may	or	may	not	be	actually	using	it,	

but	they	certainly	cannot	interact	with	it	and	use	it	when	it	does	not	have	focus.	312,789	milliseconds	

converts	to	5:12:798,	or	five	minutes,	twelve	seconds,	and	seven	hundred	ninety‐eight	milliseconds.	In	

nearly	a	year,	this	application	was	the	active	window	on	Ms.	Flowers’	computer	for	a	total	of	just	over	

five	minutes.	In	this	instance,	knowing	that	the	relevant	error	state	shown	above	lasted	for	nine	minutes	

forty‐five	seconds,	this	entire	theory	of	ShareIt	chicanery	is	rendered	impossible. 

	

When	Mr.	Goranson	questioned	Mr.	Roose	further	about	why	he	wasn’t	aware	of	ShareIt.log,	Mr.	Roose	

repeatedly	responded	that	he	wasn’t	looking	for	evidence	of	ShareIt	making	a	connection,	but	executing	

a	file	transfer.	Common	sense	dictates	that	a	successful	connection	to	another	device	is	required	in	order	

for	ShareIt	to	even	have	the	opportunity	to	execute	a	file	transfer;	the	two	issues	are	inextricably	linked.	

If	he	searched	for	logs	related	to	ShareIt,	I	cannot	fathom	how	he	would	not	have	found	the	eponymous	

ShareIt.log,	which	would	have	appeared	in	any	keyword	search	for	“ShareIt.”	If	he	did	find	it,	I	fail	to	

understand	how	he	would	have	known	that	this	file	could	not	contain	information	about	file	transfer	

activity,	and	thus	fail	to	even	look	inside	the	log.	In	any	event,	no	transfer	occurred,	and	ShareIt	proved	

to	be	anything	but	“non‐traceable”	in	my	view. 
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GoToMyPC 

	

In	Paragraph	7	of	his	report,	Mr.	Roose	discusses	his	discovery	of	GoToMyPC	on	Ms.	Flowers	computer,	

including	 his	 contention	 that	 it	 too	 is	 a	 program	 that	 can	 be	 used	 to	 secretly	 ferry	 data	 out	 of	 an	

enterprise	without	a	trace.	Given	the	location	of	the	actual	GoToMeeting	program,	which	appeared	on	

Ms.	Flowers’	computer	on	06/06/2014,	this	was	not	a	typical	installation,	since	virtually	all	Windows	

programs	install	on	the	main	system	hard	drive	(the	“boot	drive”)	in	either	the	Program	Files	folder	or	

the	 Program	 Files	 (x86)	 folder.	 In	 contrast,	 GoToMyPC	 was	 “installed”	 at	

\Users\VFlowers\AppData\Local\Citrix\GoToMyPC.	This	 location,	plus	my	analysis	of	 the	detailed	 log	

created	by	GoToMyPC	at	that	time,	shows	that	this	was	an	“on	demand”	installation. 

	

Ms.	Flowers	(assuming	she	was	the	user	behind	the	keyboard,	as	opposed	to	someone	from	HCC’s	IT	

department	performing	maintenance,	etc.)	may	have	received	an	invite	to	view	someone	else’s	screen.	

I	offer	this	as	an	explanation	because	I	have	personally	seen	this	routine	many	times	with	the	Citrix‐

based	applications.	(GoToMyPC	and	GoToMeeting	are	both	applications	manufactured	and	maintained	

by	Citrix,	along	with	a	number	of	other	applications	that	use	the	same	core	Citrix	technology	to	provide	

remote	access	to	and	from	computers,	smartphones,	etc.)	When	a	user	clicks	on	a	link	to	view	someone’s	

screen,	whether	the	other	person	is	using	GoToMyPC	or	GoToMeeting,	if	the	application	needed	to	join	

the	remote	session	isn’t	already	installed	on	the	computer,	Citrix	presents	an	on‐screen	dialog	asking	

for	permission	to	install	the	software	necessary	to	join	the	session.	The	user	clicks	“OK”	and	the	software	

downloads,	auto‐launches,	and	auto‐connects	to	the	remote	session.	This	type	of	installation	places	the	

files	not	 in	 the	appropriate	 folders	 for	Windows	applications,	 as	 it	would	during	a	 full	 install	of	 the	
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software,	but	in	another	of	Windows’	“behind	the	curtain”	locations,	exactly	as	seen	during	this	sequence	

of	events	on	Ms.	Flowers’	computer.	  

	

The	log	that	recorded	the	above	operation	shows	that	this	was	exactly	how	this	sequence	unfolded.	The	

moment	the	software	was	in	place	and	ready	to	use,	it	launched	itself	on	Ms.	Flowers’	computer,	then	

immediately	auto‐connected	itself	to	the	remote	session.	The	log	shows	no	runs	of	GoToMyPC	after	that	

initial	session	on	06/06/2014.	Nor	did	I	find	any	other	evidence	of	a	run	after	that	date.	By	contrast,	

GoToMeeting,	which	I	believe	is	probably	prolific	within	the	computers	of	the	HCC	data	universe,	shows	

to	have	been	run	at	least	57	times.	This	GoToMyPC	event	was	an	auto‐install	of	an	application	that	was	

used	to	connect	to	that	one	session,	and	nothing	more.	  

	

To	address	Mr.	Roose’s	claim	that	GoToMyPC	(par.	8)	and	 the	enterprise	version	of	Citrix	 (p.	9)	are	

completely	non‐traceable,	 I	must	again	bluntly	say	 that	he	 is	wrong.	Citrix	applications,	whether	 the	

enterprise	 connectivity	 solutions,	 or	 GoToMyPC,	 or	 GoToMeeting,	 are	 among	 the	 most	 “log‐happy”	

applications	 I	 have	 ever	 encountered.	 	 GoToMeeting	 and	 one	 of	 Citrix’s	 enterprise	 connectivity	

applications	are	installed	on	Ms.	Flowers’	computer.	These	two	applications	left	a	total	of	89	logs	on	Ms.	

Flowers’	computer.	GoToMeeting	does	not	provide	a	file	transfer	capability	at	all.	The	enterprise	Citrix	

app	does,	but	given	that	HCC	went	as	far	as	installing	Varonis,	a	system	dedicated	to	data	security,	I	find	

it	unthinkable	that	HCC	would	not	be	able	to	access	a	Citrix	file	transfer	history,	or	that	they	would	not	

have	 provided	Mr.	 Roose	with	 any	 such	 evidence	 they	 discovered.	 That	 leaves	 GoToMyPC,	 and	 the	

evidence	shows	 it	was	run	one	 time	nearly	 two	years	ago.	 If	 it	had	been	 in	use,	 it	would	have	been	

producing	 log	 files	of	 its	 activity.	With	 regard	 to	 the	entire	Citrix	 family,	 I	 examined	 the	89	 log	 files	

present	on	Ms.	Flowers’	computer	for	any	evidence	whatsoever	of	file	transfers.	I	found	none. 
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GMAIL 

	

In	Paragraph	8	of	Mr.	Roose’s	report,	in	the	first	sentence	he	said,	“I	found	evidence	of	Gmail	activity.”	

Two	sentences	later,	he	said	this: 

	

Since	 Gmail	 is	 web‐based,	 data	 transfers	 to	 Gmail	 leave	 no	 evidence	 on	 the	 host	 computer.	
Accordingly,	Flowers	could	have	transferred	HCC	trade	secrets	to	her	Gmail	without	leaving	any	
evidence	of	a	file	transfer	on	HCC's	computer	systems	or	Flowers'	HCC	Life	work	computer. 

	

I	find	the	dichotomy	present	in	Paragraph	8	difficult	to	comprehend.	If	Gmail	leaves	no	evidence	on	the	

host	 computer,	how	did	Mr.	Roose	 find	evidence	of	Gmail	 activity?	The	qualifying	 language	of	 “data	

transfers	 to	 Gmail”	 suggests	 what	 I	 perceive	 to	 be	 an	 implication	 that	 message‐only	 Gmails	 leave	

artifacts	that	can	be	found,	but	Gmails	with	attachments	do	not	leave	any	artifacts	at	all.	Whether	that	

was	Mr.	Roose’s	intended	implication	or	not,	 it	 is	simply	not	true.	Yes,	Gmail	 is	a	server‐based	email	

system,	meaning	the	emails	and	any	attachments	are	stored	on	Gmail	servers,	and	not	local	devices	as	

is	the	case	with	many	other	types	of	email.	That	said,	if	a	user	composes	a	Gmail,	that	activity	takes	place	

locally.	If	they	attach	files	to	a	Gmail	message,	those	files	are	local.	If	a	Gmail	is	visible	on	a	local	screen,	

then	that	Gmail,	at	that	moment,	is	existing	in	some	form	on	that	local	computer.	

	

The	fact	that	the	components	that	make	up	that	Gmail	will	eventually	reside	on	Gmail	servers	when	in	

their	fully	assembled	state,	does	not	negate	the	fact	that	the	text	and	the	imagery	and	any	files	that	form	

that	Gmail,	are	created	and/or	assembled	on	the	local	computer.	And	because	of	that,	some	of	the	pieces	

and	parts	that	form	that	Gmail	do	indeed	end	up	in	retrievable	fashion	on	the	local	computer.	

	

A	simple	keyword	search	of	the	Flowers	computer	for	“gmail.com”	yielded	43,659	occurrences,	or	“hits.”	
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The	 search	 term	 val.flowers@gmail.com	 produced	 6,896	 hits.	 To	 be	 certain,	 virtually	 all	 of	 these	

occurrences	are	fragmentary	and	difficult	to	analyze.	This	is	as	expected.	The	whole	Gmail	files	live	with	

Gmail.	The	pieces	and	parts	get	left	behind	for	us	to	dig	through	and	make	sense	of.	Their	analysis	is	a	

tedious	labor,	but	one	that	I	performed.	Among	the	6,896	search	hits	that	contain	Ms.	Flowers	full	Gmail	

address,	 I	 found	 numerous	 references	 to	 attachments.	 Not	 a	 one	 of	 these	 occurrences	 yielded	 any	

evidence	of	Ms.	Flowers	having	used	Gmail	to	pilfer	HCC	data,	but	they	are	still	proof	positive	that	data	

transferred	via	Gmail	can	leave	many,	many	artifacts	to	find	and	analyze.	Mr.	Roose’s	claim	that	Gmail	

leaves	no	artifacts	or	evidence	to	consider,	is	so	far	removed	from	forensic	reality	that	I	am	still	at	a	loss	

as	to	why	he	would	make	such	a	claim. 

	

VERIZON	WIRELESS	CARD 

	

In	Paragraph	10,	Mr.	Roose	had	the	following	to	say: 

	

I	also	determined	that	a	Verizon	Wireless	broadband	card	had	been	installed	on	August	18,	2015.	
It	is	my	understanding	from	HCC	that	this	broadband	card	was	not	authorized	or	installed	by	
HCC.	Based	on	the	timing	of	the	installation	of	the	broadband	card	‐	just	three	days	prior	to	
Flowers'	resignation	from	HCC	‐	it	is	likely	that	the	broadband	card	was	installed	to	assist	in	a	
transfer	of	documents	utilizing	the	"SHAREit"	program,	or	one	of	the	other	above‐referenced	
avenues	to	which	she	had	access,	to	complete	a	non‐traceable	file	transfer. 

	

First,	Mr.	Roose’s	forensic	analysis	appears	to	be	in	error.	I	concur	that	there	are	registry	artifacts	

identifying	the	installation	date	of	a	Verizon	Wireless	broadband	card	on	August	18,	2015.	That	same	

artifact	identifies	the	component	as	a	USB	device. 

	

	



HATCHETT	DIGITAL	FORENSIC	REPORT	IN	HCC	V	FLOWERS 

21	
	
	
	

 
	

As	I	attempted	to	cross‐validate	this	information,	however,	I	discovered	that	this	product	is	not	a	USB	

device	at	all,	but	an	internal	broadband	card	that	installs	into	the	Lenovo	X230	laptop	in	a	slot	behind	

the	battery.	The	MC7750	is	Sierra	Wireless’s	model	for	the	card,	and	Lenovo	(for	whom	Sierra	

Wireless	manufactures	the	cards)	adds	the	Gobi	4000	nomenclature.	The	card	is	pictured	in	the	left	

photo	below. 
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Mr.	Roose’s	evidence	intake	form	shows	a	picture	of	the	Flowers	computer	with	a	portion	of	an	internal	

broadband	card	clearly	visible,	along	with	a	Verizon	SIM	card.	(Above	Right)	When	questioned	about	

this	 issue	by	counsel,	Ms.	Flowers	stated	 that	she	knew	nothing	of	 it.	She	also	said	 that	she	and	her	

husband	use	AT&T	exclusively	for	their	personal	wireless	service,	but	that	HCC	uses	Verizon.	I	returned	

to	the	digital	evidence	for	more	analysis	and	discovered	numerous	references	to	the	computer	having	

had	 a	 Sierra	Wireless	 broadband	 card	 installed	 as	 far	 back	 as	 2013.	 I	 have	 not	 been	 provided	 an	

opportunity	to	examine	the	Flowers	computer	directly,	but	the	evidence	leads	me	to	believe	that	this	

wireless	broadband	card	has	probably	been	in	the	computer	since	it	was	new. 

	

As	for	the	launch	of	the	(Verizon)	VZ	Manager	application	on	Ms.	Flowers’	last	day,	I	concur	that	it	was	

launched,	but	I	believe	Mr.	Roose’s	time	of	launch	is	in	error	due	to	a	failure	to	adjust	the	time	from	2:57	

PM	 (UTC)	 to	 the	 correct	 time	 of	 10:57	 AM	 (EDT).	 I	 have	 heard	 from	 counsel	 that	Ms.	 Flowers	 has	

repeatedly	 told	 him	 she	was	working	 from	 home	 on	 her	 last	 day	 and	 that	 she	 had	 trouble	 getting	

connected	or	staying	connected	to	HCC’s	network,	on	which	she	was	attempting	to	prepare	her	final	

expense	reports.	In	the	absence	of	any	forensic	evidence	to	identify	the	purpose	of	the	launch,	I	find	it	

believable	that	a	non‐technical	person	like	Ms.	Flowers	who	had	grown	frustrated	by	her	inability	to	

connect	to	the	workplace,	might	well	start	clicking	anything	she	perceived	to	be	potentially	helpful	on	

the	communication	front,	including	a	Verizon	icon.	And	even	so,	Mr.	Roose	presents	no	evidence	that	the	

card	 actually	 connected	 to	 the	 Internet	when	VZ	Manager	was	 launched,	 but	 appears	 to	 assume	 an	

Internet	connection	at	the	time	of	launch.	  

	

It	is	also	my	understanding	that	as	soon	as	anyone	at	HCC	learned	of	Ms.	Flowers’	resignation,	her	access	

to	 the	 HCC	 network	was	 immediately	 terminated,	 and	 I	 believe	 this	may	 have	 been	 before	 the	 VZ	
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Manager	application	was	even	 launched.	 	 In	any	event,	 there	 is	not	 the	 slightest	bit	of	 evidence	 to	

support	Mr.	Rooses’s	contention	that	it	is	 	 “likely	that	the	card	was	installed	to	assist	in	a	transfer	of	

documents.”	If	I	am	able	to	directly	examine	the	Flowers	computer,	I	believe	the	evidence	will	show	that	

Ms.	Flowers	never	installed	it	at	all,	that	it	was	a	factory	broadband	card	that	had	lain	dormant	inside	

the	Flowers	computer	since	2013.	If	I	am	correct,	I	expect	the	evidence	to	also	show	that	the	card	had	

no	Verizon	service	and	therefore	could	not	have	connected	to	the	Internet	on	August	21,	2015.	This	

scenario	 is	made	more	 likely	 by	 the	 fact	 that	 logs	 exist	 that	 show	 the	 card	 trying	 to	 connect	 to	 the	

Internet	 on	 August	 28,	 a	 full	 week	 after	 Ms.	 Flowers	 departed	 HCC,	 and	 failing	 fifty	 times	 before	

abandoning	the	attempt.	If	it	couldn’t	connect	on	August	28	with	presumably	highly	technical	HCC	IT	

personnel	at	the	helm,	it	seems	to	me	unlikely	in	the	extreme	that	Ms.	Flowers	had	been	successful	a	

week	earlier.	  

	

	

DESTRUCTION	OF	EVIDENCE 

	

Moving	from	Ms.	Flowers’	HCC	laptop	to	the	personal	devices	that	belong	to	her	and	her	husband,	Jeff	

Flowers,	the	reasons	given	for	the	continuing	absence	of	any	evidence	of	wrongdoing	take	a	sharp	turn.	

With	Ms.	Flowers’	work	laptop,	the	Plaintiffs’	asserted	that	the	absence	of	evidence	was	due	to	the	fact	

that	Ms.	 Flowers	 chose	 digital	 lanes	 of	 egress	 that	 left	 no	 trace	 behind.	With	 the	 personal	 devices,	

allegedly	 the	 receiving	 instruments	 of	 stolen	 data,	 there	 is	 no	 evidence	 of	 wrongdoing	 because,	

according	to	Mr.	Roose,	the	Flowers	destroyed	all	traces	of	that	evidence.	They	allegedly	did	this	by	using	

a	series	of	software	applications	that	are	classic	examples	of	digital	wolves	in	sheep’s	clothing:	 	 These	

applications	purport	 to	 serve	benign	purposes	 like	 tweaking	a	 little	more	 speed	out	of	 an	old,	 slow	
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computer,	or	recovering	accidentally	deleted	photos	and	music	files,	when	in	reality	they	are	tools	of	

destruction	chosen	by	a	mastermind	couple	to	erase	the	tracks	of	their	dirty	deeds.	This	is	of	course	a	

view	of	the	situation	that	is	held	by	Plaintiffs	and	their	forensic	expert	alone. 

	

The	 neutral	 examiner,	 Greg	 Freemyer,	 saw	 no	 evidence	 of	 such	 a	 plot	 and	 was	 promptly	 labeled	

incompetent,	biased,	and	in	need	of	immediate	disqualification.	I	have	dug	for	evidence	of	such	a	plot	

for	months,	yet	came	up	empty‐handed,	as	well,	because	after	examining	the	evidence,	I	find	the	theory	

of	intentional	destruction	of	evidence	by	the	Flowers	to	be	exactly	as	credible	as	I	found	the	idea	of	Ms.	

Flowers	spiriting	away	hoards	of	data	in	utter	stealth.	  

	

In	 Paragraph	 11	 of	 his	 report,	Mr.	 Roose	 stated	 that	 he	 “needed	 to	 be	 able	 to	 review	 all	 electronic	

evidence	in	order	to	confirm	whether	such	a	transfer	took	place.”	After	he	was	provided	access	to	exactly	

what	he	asked	for,	and	again	found	not	one	piece	of	evidence	that	even	a	single	file	had	been	stolen,	he	

declared	 that	he	 “was	prevented	 from	[reviewing	all	electronic	evidence],	because	critical	electronic	

evidence	on	Flowers’	personal	laptop	was	destroyed,	along	with	a	thumb	drive	that	was	plugged	into	

Flowers’	personal	laptop	on	September	20,	2015.”	[Emphasis	added.]	Mr.	Roose	went	on	in	Paragraph	

12	to	describe	how	“the	computer	wiping	program	CCleaner”	was	used	to	destroy	evidence.	He	wrapped	

up	Paragraph	12	with	the	following	statement. 

	

I	 have	 found	 that	 CCleaner	 is	 often	 used	 by	 individuals	who	want	 to	 avoid	 detection	 of	 their	
information	 because	 it	 removes	 traces	 of	 activity	 from	 their	 computers.	 Because	 CCleaner	
permanently	deletes	evidence	from	the	device	on	which	it	is	run,	once	CCleaner	is	run,	there	is	no	
way	to	recover	the	evidence	that	 is	deleted	or	to	tell	what	 information	may	have	existed	on	the	
computer	prior	to	the	running	of	CCleaner. 

	

I	am	well	 familiar	with	CCleaner.	Like	any	digital	 forensic	examiner	who	has	been	practicing	a	 lot	of	
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years,	I	have	seen	it	used	as	Mr.	Roose	describes	it,	a	tool	of	intentional	destruction.	More	importantly,	

however,	 I	 have	 encountered	 it	many	more	 times	when	 its	 purpose	was	 as	 stated	 on	 the	 product’s	

website:	 	 Cleaning	out	junk	files	and	addressing	other	issues	that	cause	computer	hard	drives	to	fill	up	

unnecessarily	and	degrade	computer	performance.	Yes,	it	can	be	used	destructively.	So	can	Windows,	

and	Mac	OS	X,	 and	 countless	 other	 applications.	 CCleaner’s	manufacturer	 claims	 that	 the	 tool	 is	 the	

bestselling	“PC	tool”	application	in	existence,	and	given	how	often	I’ve	encountered	it	in	examinations	

over	the	years,	I	am	inclined	to	believe	that	statistic.	The	product’s	website5	 lists	Adobe,	Xerox,	Pfizer,	

Boeing,	and	FedEx	as	some	of	its	CCleaner	customers.	It	is	a	legitimate	tool	that	my	experience	leads	me	

to	believe	is	used	legitimately	far	more	than	it	is	used	nefariously. 

	

Mr.	Roose	lists	dates	and	times	that	CCleaner	was	manually	launched,	and	finds	ill	intent	in	the	timing.	

I	concur	that	CCleaner	was	run	on	09/19/2015	and	again	on	09/24/2015.	Again	I	return	to	the	

absolute	necessity	of	first	determining	what	constitutes	normal	behavior	for	the	person(s)	whose	

computer	activity	is	under	scrutiny,	and	then	judging	their	activities	in	context.	Actions	are	not	

anomalous,	or	even	particularly	noteworthy,	if	the	actions	are	normal	for	the	person	who	executes	

them.	For	the	Flowers,	running	CCleaner	was	a	routine	task.	The	UserAssist	entry	for	the	09/24	launch	

shows	that	the	application	had	been	run	at	least	15	times.	It	also	shows	that	the	application	had	

accumulated	more	than	28	hours	of	focus	time,	which	demonstrates	beyond	any	doubt	that	the	

Flowers	frequently	used	CCleaner	to	maintain	the	computer.	

	

On	09/19,	immediately	prior	to	the	CCleaner	launch	at	8:31:28	AM,	a	Windows	update	ran,	followed	

by	Ms.	Flowers	launching	the	uninstall	routine	for	a	password	manager	called	LastPass.	The	computer	

 
5 http://www.ccleaner.com 
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had	just	undergone	activity	that	they	probably	assumed	(correctly)	had	left	junk	and	clutter	behind.	

The	uninstallation	of	LastPass	would	be	an	even	stronger	incentive	for	someone	who	is	security‐

minded	about	their	passwords,	credit	card	numbers,	and	other	private	data,	to	launch	a	cleaning	

routine.	Given	the	amount	of	sensitive	information	stored	in	password	managers,	some	would	say	that	

using	CCleaner	to	remove	any	residual	copies	of	that	information	that	might	still	be	lurking	unseen	on	

the	computer,	was	not	only	not	weird	or	suspicious,	but	smart	and	advisable. 

	

Finally,	with	regard	to	CCleaner,	Mr.	Roose	stated	that	there	is	“no	way…to	tell	what	information	may	

have	existed	on	the	computer	prior	to	the	running	of	CCleaner.”	That	is	only	partially	true.	For	the	

CCleaner	run	on	09/19,	I	conducted	advanced	forensics	that	identified	the	vast	majority	of	the	

approximately	700	files	CCleaner	had	deleted.	To	be	exact,	I	was	able	to	identify	the	pre‐CCleaner	

name	of	568	files.	The	full	list	is	attached	as	Exhibit	E,	and	every	single	file	identified	was	part	of	a	

software	update	of	iTunes	and	some	Apple	utilities.	Not	HCC	data,	but	old	files	left	from	the	update	of	a	

music	player.	I	find	it	hard	to	match	that	fact	up	with	the	scheming	portrayal	I	have	read	from	Mr.	

Roose. 

	

He	went	on	to	find	nefarious	intent	 in	a	number	of	other	applications	that	are	completely	 legitimate	

pieces	of	software,	namely,	Defraggler	and	WinUndelete.	 I	have	used	similar	utilities	countless	times	

myself,	as	have	untold	tens	of	millions,	or	perhaps	hundreds	of	millions	of	other	people.	I	saw	absolutely	

nothing	 to	 suggest	 that	 anything	was	 done	with	Ms.	 Flowers’	 personal	 computer	 beyond	 efforts	 to	

maintain	it.	As	for	Mr.	Flowers’	reading	habits,	which	Mr.	Roose	also	found	suspicious	in	that	they	might	

have	provided	knowledge	needed	to	execute	the	malicious	operation	Mr.	Roose	has	speculated	about	

over	and	over.	Again,	he	and	I	diverge	on	interpretation.	Mr.	Flowers	has	an	IT	background.	With	that	in	
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mind,	I	simply	cannot	imagine	how	anyone	could	credibly	find	suspicion	in	the	tucks	and	folds	of	Mr.	

Flowers’	digital	library. 

	

Finally,	there	is	the	issue	of	a	missing	thumb	drive,	a	thumb	drive	that	Mr.	Flowers	threw	away.	I	have	

heard	Mr.	Flower’s	explanation	for	this,	and	I	will	summarize	it	this	way:	 	 He	inserted	the	thumbdrive	

into	Ms.	Flowers’	personal	laptop	on	09/20/2015,	intending	to	move	some	photos	and/or	music	files.	

The	thumb	drive	did	not	work.	He	waited	a	couple	of	minutes,	and	reinserted	it,	then	decided	it	was	

unreliable,	and	not	worth	the	risk	of	using	it	and	possible	losing	data.	So	he	removed	it	and	threw	it	

away.	

	

After	 hearing	 this	 explanation,	 I	 went	 to	 the	 digital	 evidence.	 What	 I	 found	 was	 as	 perfect	 a	

synchronization	there	with	Mr.	Flowers’	account	as	I	could	ever	hope	to	find.	A	detailed	timeline	analysis	

shows	that	the	“missing	thumbdrive”	was	inserted	at	12:12	on	09/20/2015.	By	examining	the	sequence	

of	 events	 taking	 place	 around	 that	 time	 at	 a	 very	 granular	 level,	 I	 could	 clearly	 see	 that	Windows	

recognized	the	insertion	of	a	USB	storage	device,	 tried	to	complete	the	normal	tasks	associated	with	

making	a	USB	storage	device	ready	for	use,	and	the	process	ended	prematurely.	To	the	user,	Mr.	Flowers,	

it	would	have	appeared	as	if	the	thumb	drive	were	dead.	He	pulled	it	out	and	reinserted	it	at	12:14.	This	

time	the	process	completed	and	the	drive	may	well	have	worked	if	he	had	tried	it,	but	Mr.	Flowers	made	

the	decision	to	pull	it	out	and	toss	it	in	the	trash.	In	this	case,	as	in	every	other	situation	when	I	checked	

a	version	of	events	relayed	by	Mr.	or	Mrs.	Flowers,	I	found	that	the	digital	evidence	supported	what	they	

said. 
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FINDINGS	AND	CONCLUSIONS:	 I	have	meticulously	searched	all	devices	provided	to	me	for	analysis	

in	 this	 case.	 I	have	 listened	 to	what	Mr.	 and	Mrs.	Flowers	had	 to	 say,	but	 I	 always	rely	on	what	 the	

evidence	before	me	shows.	I	find	positively	no	evidence	that	Ms.	Flowers,	Mr.	Flowers,	or	Mr.	Remeika	

(who	has	gone	unmentioned	by	Plaintiffs	for	some	reason,	but	whose	evidence	I	have	analyzed	with	the	

same	diligence	and	determination	as	the	evidence	tied	to	Ms.	Flowers)	took	so	much	as	a	single	file	of	

HCC’s	proprietary	data.	My	opinion	is	based	on	plain	forensic	fact	that	is	repeatable	and	verifiable.	And	

when	considering	the	actual	facts	uncovered	by	Plaintiffs’	expert,	instead	of	what	I	now	consider	to	be	

suspicion	totally	without	merit,	every	examiner	who	has	touched	this	evidence	has	uncovered	exactly	

the	same	thing:	 	 Nothing.	Freemyer	found	no	evidence	to	suggest	wrongdoing.	I	spent	months	on	and	

off	looking	in	every	nook	and	cranny	of	the	evidence,	and	found	no	evidence	of	wrongdoing.	And	when	

looking	with	 clear	 eyes	 at	 the	 facts	 uncovered	by	Mr.	 Roose,	 he	 found	precisely	 the	 same	 thing,	 no	

evidence	whatsoever	of	wrongdoing.	It’s	three	for	three.	

 

THIS	CONCLUDES	MY	OPINION	AT	THIS	TIME.	 I	RESERVE	THE	RIGHT	TO	 SUPPLEMENT	THIS	

REPORT	SHOULD	ADDITIONAL	INFORMATION	BECOME	AVAILABLE. 

	

APRIL	1,	2016	  

	

__________________________________________________	

	 JERRY	HATCHETT	
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